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No businessis too smallto be ignored by cybercriminals, and
the facts back that up.

Here's just one example: A December 2076 survey by Small
Business Trends found that 43 percent of cybercrimes were
launched against small businesses. Sadly, 60 percent of
those companies were out of business within six months.

Reputational damage suffered by the targeted companies —
and the subsequent loss of customers and clients — were
key factorsin the closings.

How can a small business fight the odds and emerge with its
reputation and balance sheet intact? Here are some tips.

SIGN UP: Get more news from the BizTechnewsletter in
your inbox every two weeks!

Be Honest and Forthcoming After a
Cybersecurity Incident

Empathy should drive businesses to treat customers and
stakeholders with respect and address any cyberincident
with expediency.

News of a security incident should be disclosed as soon as
the company's legal team gives its blessing.

Businesses that hide information for months or years will
face fierce public blowback. Company credibility will be lost,
and when that happens, the business might never regain
consumers' trust.

The question of who needs to know what, and when, largely
depends on the severity of the incident and on various
requirements of federal and state laws, soit's important to
consult with alawyer who specializes in both privacy and
cybersecurity rules and regulations.
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In the wake of an incident,
how a company treats its
customers and business
partners can make all the
difference.

EDEN GILLOTT BOWE

President, Gillott Communications

Typically, when anincident occurs, various stakeholders —
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affected individuals, companies and vendors, as well as Sales

regulatory and credit reporting agencles — need to be
informed. Thereis no legal obligation to inform the media,
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Companies should carefully select anindividual to deliver the
news to the public. The choice of a candidate will depend on
the severity of theincident and the spokesperson's
qualifications and credibility, as well as his or her comfort
levelin speaking on the company's behalf.

For alarge organization, an appropriate choice would be a
media relations representative, CEO, or the head of IT or
security. A small business might not have an obvious
candidate.

In this case, the company's lawyer may be the best choice as
the person most able to speak without speculating, feeding
customer or public fear, or making alegal misstep.

Alternatively, issuing a concise, carefully crafted written
statement approved by legal counsel Is an effective way to
break the news and circumvent shouted questions from the
media.

However the news is shared, the message must be carefully
crafted. For example, don't mislabel a cybersecurity event
orincident as a breach.



These terms have different meanings and possess varying
legal disclosure requirements; essentlally, an event is not as
bad as anincident, but abreach is far worse. Stick to the
legal team's talking points.

Ensure Employees Deliver a Consistent
Message

Finally, make sure allemployees understand the importance
of having a single spokesperson to deliver accurate
information.

Inresponse to questions, everyone should be instructed to
say, "The best person for you to speak to about this matter
IS...”

Small businesses that follow this advice may manage to
retain their good name, as well as customer and stakeholder
loyalty. Most cyberincidents result from negligence by
employees or contractors. So in the wake of an incident,
how a company treats its customers and business partners
can make all the difference.
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